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Product information 
Product name: Custom Sound® 
Version: 7.0 

This guide refers to the product by its trade name, Custom Sound Pro. 

  

  

About this guide 
This guide will help you install and run the Custom Sound® Pro software. It contains the 
technical description of the Custom Sound Pro software and will help you ensure that your 
system meets the requirements to run the software and provide you with security 
practices for hardening your system and network. For information on how to use Custom 
Sound Pro software, please see the Custom Sound Pro software User Guide or view the 
documentation in the application by pressing F1. 

Custom Sound Pro software can be installed by the clinician or local IT administrator. 

  

Symbols used in this guide 

 Note 

Important information or advice 
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System requirements 
  Minimum system 

requirements 
Recommended system 
requirements 

Operating system Windows® 10 (64‐bit) Version 
2004 or Windows 11 21H2 

(Note: 32‐bit versions of 
Windows 10 are not 
supported)  

Windows 10 (64‐bit) Version 
22H2 or Windows 11 22H2 or 
later 

(Note: 32‐bit versions of 
Windows 10 are not 
supported)  

Processor 6th Generation Intel® Core™ i5 
Processor i5 6400/AMD Ryzen 
5 2600 

9th Intel Core i5 9500 
Processor/ AMD Ryzen 5 3600 
or faster 

RAM 8 GB of DDR3 or higher 12 GB DDR4 RAM 

Hard drive Solid State hard drive with 10 
GB of available space 

HDD 10 GB Free Solid State 
NVMe PCIe 

Screen resolution 1920 x 1080 1920 x 1080 

Screen size (for tablet 
use) 

12 inches or higher 12 inches or higher 

USB port 2 x USB A ports 2 x USB A ports 

Wireless Bluetooth® 4.0 required for 
Cochlear™ Wireless 
Programming Pod 

Bluetooth 4.0, or higher, 
required for Cochlear 
Wireless Programming Pod 

SQL Server® SQL Server 2014  SQL Server 2019 

Microsoft SQL Server Compact 
4.0 x 64 ENU  

or 

Microsoft SQL Server Compact 
4.0 x 86 ENU  

Microsoft SQL Server 
Compact 4.0 x 64 ENU  

or 

Microsoft SQL Server 
Compact 4.0 x 86 ENU  

  



  

6 – Custom Sound Pro software Installation Guide © Cochlear Limited 2023 

To participate in Remote Assist sessions the computer system running the Custom Sound 
Pro software will also need the following: 

Video Integrated laptop camera or USB 2.0 video camera 

Voice Compatible microphone and speakers, headset with 
microphone, or equivalent device 

Network A stable internet connection 

  

It is important to keep the Windows® operating system up to date. The computer or tablet 
must be capable of receiving Windows updates. 

  

Any computer system connected to the Cochlear™ system, when used in programming 
mode, should meet FCC 47CFR Part 15 Class B and CISPR22 Class B emissions 
requirements. Consult the documentation provided by the computer system manufacturer 
to ensure compliance, prior to connecting any Cochlear device. 
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Security considerations 
Medical device security is a shared responsibility between medical device manufacturers 
and health care facilities. Custom Sound Pro software includes a number of built-in 
features that can help protect the integrity of information such as: 

• Removal of patient-identifiable details from records when anonymously exported 
from the Cochlear database 

• Validation checks within the Cochlear database to maintain data integrity 

• A backup utility for the Cochlear database 

• Encryption of CDX files that are exported from Custom Sound Pro software 

• Code signing of installer executables 

• User names and passwords to control access to Custom Sound Pro software 

To help reduce the risk of unauthorised access to Custom Sound Pro software it is best 
practice to implement an IT security policy within the healthcare facility that considers the 
following items: 

• Windows operating systems including the latest security updates from Microsoft® 

• Anti-virus software including the latest updates available from the vendor with 
regular scanning of hard disk 

• Scanning of USB storage devices for malware or viruses before connecting to the 
computer running Custom Sound Pro software 

• Firewalls to protect computers running Custom Sound Pro software that are 
accessible to the Internet 

• A password policy that requires strong passwords that are changed regularly and are 
applied to user accounts on computers where Custom Sound Pro software is 
installed and network-connected computers where the Cochlear database is installed 

• Locking computers when unattended 

• Regular backups of the Cochlear database 

Cochlear also suggests following the recommendations from the Security practices 
section of the Custom Sound Pro software- Installation Guide. 
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Pre-installation 
Prior to installing the Custom Sound Pro software on your computer, there are some 
decisions and tasks that can be completed to ensure a successful installation and setup.  

During the installation, you will be required to choose between a standalone setup and 
connecting Custom Sound Pro software to a network database. If you choose a standalone 
installation the installer will install SQL Server® 2014 Express on the local computer. If your 
clinic uses a network database, careful planning is required to ensure that all computers 
with Custom Sound Pro software can connect to the database. 

  

Before beginning the install 
It is highly recommended that you review the following and use it as a basis for preparing 
your system for the installation. 

•  Check that the target Laptop or Desktop meets the recommended system 
requirements shown in the System Requirements above. 

• When installing or upgrading the Custom Sound Pro software, the computer may 
need to be restarted. Ensure you close any applications before installing the 
software. 

• You may need to have administrator rights to install or update the software. If you 
do not have administrator rights, contact your IT department. 

Administrator is a Microsoft Windows security setting that enables restricted access 
to create, delete, and modify files, folders, and settings on the computer. 
Administrative rights are granted by administrators to users which allow them to 
create, delete, and modify items and settings. 

If your computer is not managed by a central IT organisation or network 
administrator, you most likely have “Administrator” rights as most privately 
purchased computers come standard with the rights set for individual users. If you 
do operate under an IT organisation (e.g., in a school or hospital setting) contact 
your IT department to determine if you are an administrator of your computer. 

•  Backup the current database if upgrading an existing installation.  

• If the installation uses a network database, ask the clinic IT administrator to 
take a database backup before installation. 

• For standalone installation save a backup of the local database using the 
Cochlear database manager as described later in Back up or restore a database. 
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For a standalone installation 
Local databases cannot be created if the drive is compressed.  

Ensure the local drive where you plan to install the Custom Sound Pro software is not 
compressed. 

This can be done by right-clicking on the drive in Windows Explorer and selecting 
Properties. 

If the drive is compressed, please contact the clinician / local IT administrator.  

  

For a network database installation 
Take note of database credentials (user name and password) for the network database. 

Before beginning the installation ensure you can access the network database with current 
credentials. 

Also, ask the clinic IT administrator to take a database backup of the network database 
before installation. 

 Note: Installing or upgrading to a new version of the Custom Sound Pro software may 
require a database upgrade. If your clinic uses a network database, the following steps are 
required to ensure that all computers with Custom Sound Pro software can connect to the 
database: 

• Close all Custom Sound Pro software clients. 

• Upgrade the clinical database instance. 

• Upgrade all Custom Sound Pro software clients. 

Please check release notes before installing to see if a database upgrade is required. 
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Uninstall Nucleus® Fitting Software 
Before installing the Custom Sound Pro software, any existing versions of the Cochlear 
Nucleus® Fitting Software needs to be uninstalled from the computer. 

To uninstall Nucleus Fitting Software: 

1. Right-click on the Start icon  in the lower left-hand corner to open the Start Context 
Menu.  

2. Select Apps and Features (it is Programs and Features in Windows 8.1). 

3. Select Nucleus Fitting Software from the application list.  

4. Click Uninstall and follow any on-screen instructions to remove it. 



  

© Cochlear Limited 2023 Custom Sound Pro software Installation Guide – 11 

Installation 
Once all the appropriate pre-installation steps have been completed, proceed with the 
installation. The following instructions may vary based on the type of environment being 
installed or upgraded.  

The Custom Sound Pro software installation process has been enhanced and installation 
information will display on the screens throughout the entire install to help guide you 
through the installation or upgrade process. 

If you receive any error messages during the installation recheck the requirements section. 
You may contact Cochlear at any time for assistance with the installation process. 

 Note: If you have a Nucleus Fitting Software installed on your computer, you will need 
to uninstall it before installing or upgrading the Custom Sound Pro software. 

Prerequisites 
If you are upgrading from a previous version of the Custom Sound Pro software, make 
sure you have backed up the database as directed in the pre-installation section. 

Run the installer 
Follow the onscreen instructions provided by the software installer.  

During the installation you will need to make several choices: 

• Licensing agreement - The licensing agreement needs to be accepted to continue 
the installation process. If you do not accept the licensing agreement, no changes 
will be made to your current version of installed software. 

• Help improve the Custom Sound Experience - You will be provided with two 
options to provide different types of feedback to Cochlear. Choosing Yes to the first 
option will assist Cochlear in making better products. This allows for information on 
all actions, for example, which buttons and features (no values) are used during a 
fitting session to be sent back to Cochlear. This feedback is completely anonymised, 
and no clinic or recipient-specific information is sent back to Cochlear. 

Choosing the option to register the software after it is installed, the software 
registration information will be sent back to Cochlear when the installation is 
complete or saved on the desktop for sending at a later time. 
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• Contact Information - Mandatory fields of the contact information need to be 
completed even if both options in the previous screen are not selected. This 
information is used to identify stand-alone installations on PCs as well as pre-
populating the software registration form. 

• Setup option - During the installation, you will be required to choose between a 
standalone setup and connecting Custom Sound Pro software to a network 
database. If you choose a standalone installation the installer will create a database 
on the local computer. If you choose to connect to a network database, you will have 
the option of entering the database connection details now or setting them using the 
Cochlear database Manager after installation. 

• Database connection - When connecting to a network database you will need to 
select a database server and instance from a drop-down menu and select an 
authentication mode to use to connect to the database instance.  

• Windows authentication - selecting this option will use the current user 
account Windows credentials to access the selected database server. You will 
also be asked to choose a database name from a drop-down on the server that 
you want to connect to. 

 Note: you will need to ensure that the current Windows user credentials 
have the correct permissions to access the selected network server. 

• SQL Server authentication - selecting this option you will need to provide the 
SQL Server user name and password for the selected SQL Server instance. 

 Note: you may need your IT administrator to provide the details for the SQL 
Server access credentials. 

• Complete installation - At the end of the installation process application icons will 
have been saved to your desktop, and the Custom Sound Pro software will have been 
added to your start menu. 
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Upgrading 
Run the installer. During the installation, the installer will detect if you have an older 
version of the Custom Sound Pro software installed on your computer and you may be 
able to upgrade from the existing version. Upgrading from a previous version will keep the 
existing setup option (standalone or networked). However, please be aware that you may 
be required to update the existing local or network database. If your clinic uses a network 
database, careful planning is required to ensure that all computers with Custom Sound Pro 
software can connect to the database. Please check release notes before installing to see if 
a database upgrade is required. 

  

Additional setup options 
Additional setup options are accessible from the initial screen of the installer.  

When installing a new database on a network, choose the Cochlear Database option and 
run this setup from the selected networked PC or Server. 

When upgrading the Custom Sound Pro software to a networked database, choose the 
Cochlear Database Manager option. 
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Post installation 
After completing the installation of the Custom Sound Pro software, you should review the 
following post-installation tasks and, if necessary, perform the tasks that are applicable to 
your system. 

Run the application 
Running the application allows you to check that the install has been successfully 
completed and that Custom Sound Pro software is able to connect to the database 
correctly. 

To run Custom Sound Pro software: 

1. Double click on the Custom Sound Pro software icon that can be found on the 
desktop, or in the Windows menu under Cochlear. 

2. Follow the log in prompts and enter the application. 

3. If connecting to an existing database, you should see existing patients in the 
Patient List. If the patient list appears empty, there may be an issue with the 
database connection. 

If connecting to a new database, the patient list will appear empty. 

4. Connect a programming pod and a sound processor to the computer and check that 
both are visible in the status bar in the software. 
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Regional options 
Some features or products are only available in Custom Sound Pro software by activating a 
regional option. Regional options are activated using the Research and Regional Options 
Manager. Option information is specified in regional options files (*.cofx). 

 Note: 

• The Change Research and Regional Options menu option is greyed out and not 
available when a session is open. Before activating a regional option, you need an 
authorisation key for the option you want to activate. 

To activate regional options while running the application: 

1. Click Tools > Change Research and Regional Options in the Menu bar. 

The Research and Regional Options Manager wizard displays. 

2. Click the Activate options option button. 

3. Click Next. 

4. Click Browse and select the relevant regional options file (*.cofx). 

5. Click Open. 

6. Type the authorization key for the option. 

7. Click Next. 

8. Read the conditions and select the I Accept checkbox. 

9. Click Activate Options. 

10. Click Close to close the Research and Regional Options Manager. 

The selected regional option is activated. 
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Additional security and setup options 

Set clinician password 
Cochlear recommends setting passwords for clinician accounts created in the Custom 
Sound Pro software. For instructions on how to setup a clinician password please see the 
topic Set or change clinician's login password in the Custom Sound Pro software help. 

Network port access for Remote Assist 
The Custom Sound Pro software requires access through any firewall for the following 
network ports, port 80 and port 443, to allow the full use of the Remote Assist feature.  

Cochlear Account Administration Tool (CAAT) 
The Cochlear Account Administration Tool (CAAT) is an optional user authentication system 
based on Microsoft® Active Directory®. Clinician accounts can be set up for Custom Sound 
Pro software and any other tool that uses Custom Sound Pro software authentication. 
When configured, the clinician will not be required to log in to Custom Sound Pro software. 

 Note: You must install a regional key to access CAAT. 

Set up Microsoft Active Directory groups 
Set up Microsoft Active Directory groups that will be linked to Custom Sound clinician 
accounts. 

Task steps: 

1. Create a group called GLOBAL_custom_sound_administrators. 

2. Add Custom Sound Pro software administrators to the group. 

3. Create a group called GLOBAL_custom_sound_users. 

4. Add all authorised Custom Sound users to the group. 

Result: 

• The GLOBAL_custom_sound_administrators and GLOBAL_custom_sound_users 
groups are created. 
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Link Active Directory and Custom Sound Pro software user accounts 
Use CAAT to link members of the GLOBAL_custom_sound_users group to clinician accounts 
in the Custom Sound database. 

 Note: You must be an administrator in the GLOBAL_custom_sound_administrators 
Active Directory group to link Active Directory and Custom Sound Pro software user 
accounts. 

Task steps: 

1. Open the Cochlear Account Administration Tool from the Start menu. 

2. Select the Link tab. 

3. Select the Domain username from the Choose Cochlear software user list. 

4. Select the corresponding Custom Sound Pro software clinician account from the 
Cochlear clinician database entry list. 

5. Click the Link button. 

Result: 

• The Domain username is now linked to the new Custom Sound Pro software clinician 
account. 

Unlink Active Directory and Custom Sound Pro software user accounts 
Use CAAT to unlink GLOBAL_custom_sound_users and Custom Sound Pro software clinician 
accounts. 

 Note: You must be an administrator in the GLOBAL_custom_sound_administrators 
Active Directory group to unlink Active Directory and Custom Sound Pro software user 
accounts. 

Task steps: 

1. Open the Cochlear Account Administration Tool from the Start menu. 

2. Select the Processed tab. 

3. Select the Domain username from the Choose Cochlear software user list. 

4. Click the Unlink button. 

Result: 

• The link between the Domain username and the Custom Sound clinician account is 
removed. 
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Create a new clinician account 
Use CAAT to set up a new clinician account and link it to their domain account. 

Task steps: 

1. Open the Cochlear Account Administration Tool from the Start menu. 

2. Select the Domain username from the Choose Cochlear software user list.  

3. Select the New clinician database entry checkbox above the Cochlear clinician 
database entry list. 

4. Click the Link button. 

Result: 

The selected domain user details are read from the domain server and a new clinician 
record is created in the Cochlear database. The Domain user is linked to the new Custom 
Sound Pro software clinician account. 
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Troubleshoot CAAT 
The following table provides troubleshooting procedures for messages that you may 
receive following CAAT setup. 

Message Possible cause Resolution 

No Active Directory 
domain controller found. 

• CAAT has been installed 
and the domain has not 
been set up.  

• The user attempts to 
open CAAT and they are 
not connected to their 
work VPN/domain. 

• Clinic administrator 
needs to sign in to the 
domain. 

Create Active Directory 
user group. This will 
affect all Cochlear 
software users. 

• The user is connected to 
the domain but the 
required Active Directory 
groups have not been set 
up.  

• Set up the required 
Active Directory 
groups.  

• For more information 
about Active Directory 
groups see Set up 
Microsoft Active 
Directory groups. 

Unauthorised Windows 
user 

• The user attempts to 
open CAAT but they have 
not been added to the 
administrator Active 
Directory group. 

• Add the user to the 
GLOBAL_custom_sound
_administrators group.  

Account not found • The user has not been 
added to the domain user 
group.  

• The domain user has not 
been added linked to 
their Custom Sound 
clinician account.  

• Add the user to the 
GLOBAL_custom_sound
_users group.  

• Link the domain user 
account to the Custom 
Sound clinician 
account. 
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Manage auto-updates 
If you have clinic administrator permission, you can manage the auto-update preferences 
for Custom Sound Pro software. 

Task steps: 

1. Click on Tools > My Clinic in the Menu bar. 

The My Clinic window displays a list of registered clinicians. 

2. Click the Edit Clinic Details link. 

The Clinic Details window General tab displays. 

3.  Select the Auto Update tab.  

4. Select one of the auto-update options from the Preferences. 

• Automatically download but ask me to install update on application close. 

• Notify me of updates. I will choose when to download and install the update. 

• Do not download or install update. 

The OK button becomes active as soon as a change has been made. 

5. Click OK to save the changes and close the Clinic Details window. 

Result: 

• The auto-update preferences are modified. 
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Cochlear Database Manager 
A database is automatically created, or the application is configured to connect to a 
network database when Custom Sound is first installed. The database is shared across 
Custom Sound Pro software and Custom Sound EP software and contains the records for 
all patients created in either application. The Cochlear Database Manager allows you to 
manage databases and to select the database you want to connect to. 

The Cochlear Database Manager contains the following tabs: 

• Connections: displays the list of connections to existing databases. When you log on 
to Custom Sound Pro software or Custom Sound EP software, the software connects 
to the database specified by the current connection. The connection that is currently 
in use is indicated by a Check symbol . 

• Databases: displays the list of existing databases. The Databases tab allows you to 
connect to the database server, create new databases and manage existing 
databases. 



  

22 – Custom Sound Pro software Installation Guide © Cochlear Limited 2023 

Create or edit a connection 
The Cochlear Database Manager allows you to create a new connection to an existing 
database, and to edit or delete existing connections. 

Task steps: 

1. Navigate to the Windows Start menu. 

2. Open the Cochlear Database Manager from the Windows Start menu. 

3. Click Add in the Connections tab. 

The Add Connection window displays. Mandatory boxes are indicated by a Required 
symbol . 

4. Type a name for the connection in the Connection Name box. 

5. Type the name of the server on which the database resides in the Server\Instance 
Name box. 

6. If a password is required to log on to the database server, select the Use a Specific 
Username and Password option button and type the username and password in 
the appropriate boxes. 

Otherwise, retain the Use Windows Integrated Security option button. 

7. Select the database you wish to connect to from the Database drop-down list. 

8. To adjust the amount of time that Custom Sound Pro software or Custom Sound 
EP software will wait for a response from the database server, type the number of 
seconds in the Connection Timeout box. 

9. Click OK. 

10. To select the new connection as the default, right-click on the connection and select 
Set as Active Connection. 

The connection is marked with a Check symbol . 

Result: 

• The connection is added to the Connections list. 

To edit a connection, right-click on the connection and select Edit Connection. Edit the 
existing details as required, and click OK. 

To delete a connection, right-click on the connection, select Delete Connection and click 
Yes to confirm the deletion. Deleting a connection does not delete the database it 
connects to. 
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Connect to a server 
In order to create or manage databases, you must first connect to the server on which the 
databases reside. 

Task steps: 

1. Navigate to the Windows Start menu. 

2. Open the Cochlear Database Manager from the Cochlear folder, under the Windows 
Start menu. 

3. Click the Databases tab in the Cochlear Database Manager. 

4. Click Connect. 

The Connect window displays. 

5. Type the name of the server on which the databases reside in the Server\Instance 
Name box, or retain the default setting. 

6. Retain the Use Windows Integrated Security option button. 

Alternatively, select the Use a Specific Username and Password option button and 
type the username and password for the database server in the appropriate boxes. 

7. Click OK to save the changes and close the Connect window. 

The databases that exist on the server display in the Database list. 

Result: 

• Cochlear Database Manager is now connected to the server. 

Once the connection to the server has been established, the Cochlear Database Manager 
allows you to: 

• Create a new database 

• Upgrade a database 

• Back up or restore a database 

• Delete a database 
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Create a database 
The Cochlear Database Manager allows you to create a new database as desired. By 
default, a connection to the new database is automatically created, but is not selected as 
the default connection. 

Task steps: 

1. Navigate to the Windows Start menu. 

2. Open the Cochlear Database Manager from the Cochlear folder, under the Windows 
Start menu. 

3. Click Create in the Databases tab. 

The Create Database window displays. 

4. Type a name for the database in the Database box. 

5. Type the clinic and clinician names in the appropriate boxes. 

The clinician name is used to automatically create a clinician with clinic administrator 
rights in Custom Sound Pro software. 

6. Type a name for the connection in the Connection Name box. 

7. Retain the Use Windows Integrated Security option button. 

Alternatively, select the Use a Specific Username and Password option button and 
type the username and password for the database server in the appropriate boxes. 

8. Click Create. 

The database displays in the Database list, and a connection is created in the 
Connections tab. 

Result: 

• The new database is created. 

If you do not wish to automatically create a new connection when the database is created, 
clear the Create a New Connection for This Database check box. 
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Upgrade a database 
An existing database may need to be upgraded when a new version of the Custom Sound 
Pro software is released. By default, the Cochlear™ Database Manager backs up the 
existing database prior to performing the upgrade. 

Task steps: 

1. Navigate to the Windows Start menu. 

2. Open the Cochlear Database Manager from the Cochlear folder, under the Windows 
Start menu. 

3. Select the database in the Database list. 

4. Click Upgrade. 

5. Type a file location and filename for the backup file, or retain the default file path. 

6. Click Upgrade. 

Result: 

• The database is upgraded. 

If you do not wish to back up the database prior to upgrading, clear the Backup the 
Database Before Upgrading check box. 

 Note: When you upgrade the Custom Sound Pro software from 2.0 or later, the installer 
provides the option to upgrade the database. When the upgrade option in the installer is 
selected, the Custom Sound Pro software database that is currently in use is upgraded. 
Any additional databases or databases created using an earlier version of the software can 
be upgraded using the Cochlear Database Manager. 
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Back up or restore a database 
The Cochlear Database Manager allows you to back up a database to an external file. A 
database can be restored from a previous backup if required. 

To back up a database: 

Task steps: 

1. Navigate to the Windows Start menu. 

2. Open the Cochlear Database Manager from the Cochlear folder, under the Windows 
Start menu. 

3. Select the database in the Database list. 

4. Click Backup. 

Alternatively, right-click on the database and click Backup. 

5. Type a file location and filename for the backup file, or retain the default file path. 

6. Click Backup. 

Result: 

• A backup of the database is saved to the specified location. 

  

To restore a database: 

Task steps: 

1. Click Restore in the Databases tab. 

2. Type a new name for the database in the Database box. 

3. Type the file path of the file you wish to restore in the Backup File box. 

Alternatively, click Browse, navigate to the desired file, and click OK. 

4. Click Restore. 

Result: 

• The restored database displays in the Database list. 
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Delete a database 
Databases that are no longer required can be deleted from the Database list. A deleted 
database cannot be restored. A database can only be restored from a backup file, and it is 
recommended you back up the database prior to deletion. 

Task steps: 

1. Navigate to the Windows Start menu. 

2. Open the Cochlear Database Manager from the Cochlear folder, under the Windows 
Start menu. 

3. Select the database you wish to delete in the Database list. 

4. Click Delete. 

Alternatively, right-click on the database and select Delete Database. 

5. Click Yes to confirm the deletion. 

Result: 

• The selected database is no longer available. 
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Security practices 
This section provides reference and general guiding principles around securing the clinical 
database and related infrastructure. It focuses on general principles around database 
management in Microsoft SQL Server with a special focus on security features and how to 
defend the Cochlear clinical database against cyber-attacks. 

Because the clinical database is nearly always network-accessible, a security threat to any 
component within, or a portion of, the network infrastructure is also a threat to the clinical 
database. Any attack impacting a clinic or hospital workstation can threaten the clinical 
database. This means that clinical database security must extend beyond the confines of 
the clinical database. 

When evaluating clinical database security consider each of the following areas: 

Physical security: Whether your database server is on premise or in a cloud data centre, it 
must be located within a secure environment. 

Administrative and network access controls: Only the minimum number of users 
should have access to the database, and their permissions should be restricted to the 
minimum levels necessary for them to do their jobs. Likewise, network access should be 
limited to the minimum level of permissions necessary. 

End user account and workstation security: Always be aware of who is accessing the 
clinical database and when and how the data is being used. Data monitoring solutions can 
alert you if data activities are unusual or appear risky. All user devices connecting to the 
network housing the clinical database should be physically secure (in the hands of the 
right user only) and subject to security controls at all times. 

Database software security: Always use the latest version of your database management 
software, and apply all patches as soon as they are issued. 

Backup security: All backups, copies, or images of the clinical database must be subject to 
the same (or equally stringent) security controls as the clinical database itself. 

Auditing: Record all log-ins to the clinical database server and operating system, and log 
all operations performed on sensitive data as well. Clinical database security standard 
audits should be performed regularly. 
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Securing the clinical database environment 
As part of your hardening process, assess the deployed software infrastructure that 
supports your clinical database system and verify that it meets the manufacturer's 
recommendations and hardening guidelines. 

Software infrastructure elements to consider include operating system components, 
supporting software, and database software. Address security concerns in these and other 
components according to the manufacturer's recommendations and other relevant 
security protocols. 

General clinical database environment considerations 

Installation decisions 

Before installing your clinical database environment it is important that you consider the 
following installation decisions.  

• CPU: CPU power and speed are required for optimal SQL Server function. When a 
clinic or hospital want to use data encryption technology TDE (transparent data 
encryption) a faster and more powerful CPU is recommended. 

• Memory: SQL Server runs mostly from memory and requires considerable server 
memory. You will need more memory depending on how large the Microsoft SQL 
Server COCHLEAR instance, and if it has the online transaction processing (OLTP) 
feature enabled. 

• Disk: SSDs (solid state disks) are faster for I/O operations. Data files and the internal 
database of SQL Server should be put on SSDs to improve SQL Server performance. 

• Disk Tools: Using disk testing tools like SQLIO and SQLIPSIM to check the 
performance and the requirements of the hardware in the clinical database 
environment. 

• Operating System: Microsoft recommends Windows Server environment for server 
operating system. We recommend using the latest version of Windows Server. 

• MS SQL Server Edition: Enterprise version of Microsoft SQL Server allows an IT 
administrator to configure all the features and is the recommend version among 
available editions. 
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Installing and configuring Windows Server 

 Note: This section uses Microsoft Windows Server 2016 as a reference here for 
installation and configuration. Windows Server system platform and the minimum 
requirements can be found at the Microsoft website.  

Windows Server Requirements 

(https://docs.microsoft.com/en-us/windows-server/get-started/system-requirements) 

Cochlear recommends the following requirements when installing and configuring 
Windows Server: 

• 2 GB of memory is the minimum recommended for clinical database services to run 
smoothly.  

• A Windows Domain is strongly recommended for security and management reasons. 

We recommend first installing the domain and then Active Directory domain 
services. 

Active Directory domain services provide secure structure hierarchical data search 
for objects such as users, computers and printers. If Active Directory domain services 
and domain controller are not installed then it is recommended to install Active 
Directory domain services before installing clinical database system. 

• Install a DNS domain name service using the server manager application. 

• It is not recommended to install the clinical database server onto a domain controller 
server. We recommend having different computers for your domain controller and 
your clinical database server. 

• Microsoft SQL Server installation requires .net framework 3.5 to be installed as a 
prerequisite. Install Microsoft .NET framework 3.5 using server manager, if not 
already installed.  

https://docs.microsoft.com/en-us/windows-server/get-started/system-requirements
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Service account security 
Microsoft Windows has a managed service account and a virtual server account. It is good 
practice to use service accounts in a SQL Server environment instead of direct user 
accounts or share accounts. A service account is a user account that is created explicitly to 
provide a security context for services running on Windows Server operating systems. 
Service accounts should ideally be set with minimum privileges.  

Some practices that we recommend are: 

• Use a network server account or a specific domain user account instead of share 
accounts because shared accounts pose a security risk. 

• Use SQL Server configuration manager to manage any updates to change service 
accounts. If using a user or domain account, change passwords at regular intervals 
as a best practice. 

• Microsoft SQL Server can use credentials to execute jobs so that you do not have to 
change or update the SQL Server agent service account privileges. Depending on the 
job or task you can create different credentials so that you will not have to give 
excessive privileges to a task. 

• If a user needs to execute a job that requires a different level of credential, then it's a 
good idea to create a proxy account for that job. The use of proxy accounts is a 
secure way to do certain operations. 

For more information on service account security please view the link below or contact 
your Microsoft vendor. 

• Service Accounts 

(https://docs.microsoft.com/en-us/windows/security/identity-protection/access-
control/service-accounts) 

https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/service-accounts
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/service-accounts
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Password policy 
When developing or implementing a password policy for your organisation Cochlear 
recommends the following guidance: 

• Passwords are mandatory. 

• Password complexity is enforced. 

• Password minimum length is 8 characters for user accounts, 12 characters for 
privileged accounts and 20 characters for service or integration accounts. 

• Do not use credentials that are hard-coded, default, easily-guessed, easily 
compromised (i.e., passwords which are the same for each device; unchangeable; 
can persist as default; difficult to change; and vulnerable to public disclosure). 

• Limit public access to passwords used for privileged device access.  

• Systems that have the capability to store passwords have the following functionality: 

o Stored passwords are encrypted, not in clear text 

o Or stored as hashes after hashing the password with a salt. Salt should be long, 
random and generated using a Cryptographically Secure Pseudo-Random 
Number Generator (CSPRNG). The salt needs to be unique per-user per-
password. Every time a user creates an account or changes their password, the 
password should be hashed using a new random salt. 

o Protect password files by restricting access. 

• Passwords and credentials are protected during transmission implementing secure 
protocols: - encrypt data-in-transit. 

• Passwords and credentials are not included in emails, user guides or instructions for 
use. 
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Patching and compliance 
It is best practice to apply a hotfix, Windows update and service packs promptly to ensure 
that a system is up to date with the latest security fixes. 

Patching and Windows Updates best practices are: 

1. Maintain the currency of software, including all libraries and components, by 
installing the latest versions and relevant security patches. 

2. Enable security-related product upgrade and patching. 

3. Ensure that the manufacturer has the means to notify you of the content and reason 
for new versions and whether it will impact the security or safety. 

4. Test all updates before they are applied to the system. 

Before applying any updates, it is a good idea to check if new versions or patches have any 
recorded know issues which may affect the business continuity of your environment. 
Updating and using the latest versions of both the Windows operating system and the SQL 
Server are also recommended. Keep in mind before changing operating systems or 
database server to test the changes beforehand in a testing or staging environment. 

SQL Server 2008 R2 has achieved Common Criteria compliance. This Common Criteria 
compliance allows security auditing and helps administrators to share industry compliance 
such as HIPAA or FIPS 140-2/3 and represents the outcome of the efforts to develop 
criteria for evaluation of the security. 

Common criteria is a computer security certification that assures that the process of 
specification, implementation and evaluation of a computer security product like Microsoft 
SQL Server has been conducted in a rigorous, standard and repeatable manner. 

For more information on Common Criteria Compliance please view the link below or 
contact your Microsoft vendor. 

• Common Criteria Compliance Enabled Server Configuration 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-
windows/common-criteria-compliance-enabled-server-configuration-
option?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/common-criteria-compliance-enabled-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/common-criteria-compliance-enabled-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/common-criteria-compliance-enabled-server-configuration-option?view=sql-server-ver15
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Securing Microsoft Windows workstations 
Workstations are often targeted by using malicious websites, emails, or removable media 
in an attempt to extract sensitive information. Hardening workstations is an important part 
of reducing this risk. 

Contact your Microsoft vendor or cyber security professionals in your country or region for 
guidance about hardening practices for Microsoft products. 

• Windows 10 Enterprise Security 

(https://docs.microsoft.com/en-us/windows/security/) 

Securing Microsoft SQL Server 
It is recommended that you verify that your Microsoft SQL Server database meets security 
guidelines as established by Microsoft. 

Cochlear recommends that you: 

• Review the recommendations in the appropriate Microsoft SQL Server hardening and 
securing best practice guidelines.  

• Review all Microsoft security bulletins regarding your installed version of Microsoft 
SQL Server.  

• Enable transparent data encryption (TDE) to ensure database files, backup files and 
tempdb files cannot be attached and read without proper certificates decrypting 
database files. Not enabling TDE allows for an attacker to take the physical media 
and restore or attach the database to read/alter contents. See 

https://learn.microsoft.com/en-us/sql/relational-databases/security/encryption 
/transparent-data-encryption?view=sql-server-ver16#enable-tde 

Not following the hardening recommendations might result in exposure to known security 
vulnerabilities from insecure components on your Microsoft SQL Server version. 

Contact your Microsoft vendor for guidance about hardening practices for Microsoft 
products. 

 Note: This section uses SQL Server 2014 as a reference for installation, configuration, 
hardening and policy management considerations. SQL Server 2019 is the minimum 
recommended version for Custom Sound Pro software. However it is recommended to use 
latest SQL Server versions and patches as suggested by Microsoft. Contact your Microsoft 
vendor for more guidance. 

https://docs.microsoft.com/en-us/windows/security/
https://learn.microsoft.com/en-us/sql/relational-databases/security/encryption/transparent-data-encryption?view=sql-server-ver16#enable-tde
https://learn.microsoft.com/en-us/sql/relational-databases/security/encryption/transparent-data-encryption?view=sql-server-ver16#enable-tde
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Microsoft SQL Server installation considerations 
The minimum supported version Microsoft SQL Server for Custom Sound Pro software is 
Microsoft SQL Server 2019. We recommend using the 'Enterprise' edition. 

SQL Server installation preparations 

Before installing Microsoft SQL Server: 

• Refer to Microsoft SQL Server Security documentation from the SQL Server 
Installation Center for configurations for secure implementation. 

• We recommend creating or using a separate Windows Server administrator user 
account for the SQL Server installation.  

• If Active directory services are implemented (recommended), add a new user 
account using Server Manager. 

SQL Server installation 

During the installation of Microsoft SQL Server: 

• Check 'Use Microsoft updates to check for updates (recommended)' option. 

• It is not recommended select 'All features with Defaults' from security point of 
view.  
Only install what is required and revisit to install or uninstall other components when 
required. 

• It is recommended to select Windows authentication mode. Avoid mixed mode to 
prevent brute force attack on the SQL Server. For security, Windows authentication 
only is an acceptable authentication mode for clinics or hospitals. 

For more information please view the link below or contact your Microsoft vendor. 

• Security Considerations for a SQL Server Installation 

(https://docs.microsoft.com/en-us/sql/sql-server/install/security-considerations-for-
a-sql-server-installation?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/sql-server/install/security-considerations-for-a-sql-server-installation?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/sql-server/install/security-considerations-for-a-sql-server-installation?view=sql-server-ver15
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Microsoft SQL Server hardening considerations 
The clinical database (Microsoft SQL Server application) relies on data. Data is a typical 
target for hackers and therefore clinical data is at risk of being compromised either 
accidentally or intentionally. 

A clinic or hospital IT administrator can minimise these risks by hardening SQL Server 
through reducing its surface area and other security measures. 

For more general information on SQL Server network configuration please view the link 
below or contact your Microsoft vendor. 

• Server Network Configuration 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/server-
network-configuration?view=sql-server-ver15) 

Surface area reduction 

Surface area is seen as the pathways which can be exploited to gain access or elevate 
privilege on a SQL Server. Surface area reduction uses service reduction techniques to 
prevent unauthorised access or unauthorised elevated privileges. 

Surface area reduction can be further explained as: 

• Limiting avenues for potential attacks. 

• Stopping or disabling unused services. 

• Using the least privileges approach. 

We have identified several services that can be disabled or removed to support service 
area reduction. 

https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/server-network-configuration?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/server-network-configuration?view=sql-server-ver15
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Analysis Service: The Analysis Services (SSAS) are not required and can be uninstalled or 
deselected during installation. 

Integration Services: The Integration Services are not required and can be uninstalled or 
deselected during installation. 

Reporting Services: 'Reporting Services – Native' and 'Reporting services – SharePoint' 
and its extension, if required, should be installed on a different server and not on the 
server with the clinical database engine. Installing SQL Server Reporting services (SSRS) on 
the same server as the database engine allows a vulnerability in the secret layer to be 
exploited by hackers to take control of the server. 

VSS Writer: The service SQL Server VSS Writer provides the interface to back up and 
restore Microsoft SQL Server through the Windows VSS infrastructure service. It should be 
enabled only when it is being actively used. If you are not using third-party application to 
create SQL backups there is no need to run this service. 

SQL Server Browser: Keeping this browser service disabled will remove the redirect as an 
attack vector. However, there is a trade-off. If you disable this you cannot use dynamic 
ports or SQL Server Dedicated Admin Connection (DAC). This is a service for database 
administrators to create a dedicated and straight connection. 
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Static and dynamic port configurations 

We can define the ports as an endpoint. This will bind the port to a particular application or 
service for communication purposes. When SQL Server is installed, it configures default 
ports for its services. Each client application uses the combination of IP addresses and port 
number to connect to SQL Server. 

There are two kinds of ports used in SQL Server: 

Static Port: A static port, once set, is always bound to a service or application and does not 
change due to a service or system restart.  

Dynamic Port: You can configure SQL Server to use a dynamic port. If you use dynamic 
port allocation, you specify port number zero in the network configuration. Once SQL 
Service restarts, it requests a free port number from the operating system and assigns that 
port to SQL Server. Once the operating system allocates a dynamic port to SQL Server, that 
port number is written to the Windows registry. SQL Server Browser service gives back the 
port number of a specific instance. An application can connect to SQL Server using that 
dynamic port. 

 Note: SQL Browser service is essential for the named instances with dynamic port 
allocation. It should be in a running state for applications to query and receive the port 
details. 

 Note: You should change the SQL Server Port configuration using the SQL Server 
Configuration Manager only. 

For more information on setting static or dynamic ports please view the links below or 
contact your Microsoft vendor. 

• TCP/IP Properties (IP Addresses Tab) 

(https://docs.microsoft.com/en-us/sql/tools/configuration-manager/tcp-ip-
properties-ip-addresses-tab?view=sql-server-ver15) 

• Configure a Server to Listen on a Specific TCP Port 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-
windows/configure-a-server-to-listen-on-a-specific-tcp-port?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/tools/configuration-manager/tcp-ip-properties-ip-addresses-tab?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/tools/configuration-manager/tcp-ip-properties-ip-addresses-tab?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-a-server-to-listen-on-a-specific-tcp-port?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-a-server-to-listen-on-a-specific-tcp-port?view=sql-server-ver15
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Updating firewall settings for static or dynamic port access 

Firewall systems help prevent unauthorised access to computer resources. If a firewall is 
not correctly configured, connections to the SQL Server might be blocked. 

To access your clinical database instance through a firewall, you must configure the 
firewall on the computer that is running SQL Server. The firewall is a component of 
Microsoft Windows. If you are using a third-party firewall or if there is anti-virus software 
installed, make sure those settings are properly configured to accept connections to the 
SQL Server. 

For more information on how to configure Windows Firewall please view the link below or 
contact your Microsoft vendor. If you are using a third-party firewall or anti-virus software, 
please consult their corresponding documentation. 

• Configure a Windows Firewall for Database Engine Access 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-
windows/configure-a-windows-firewall-for-database-engine-access?view=sql-server-
ver15) 

Extend Protection with Channel and Service bindings 

Both Channel and Service binding completes the configuration for extended protection. 

Channel binding addresses both luring and spoofing attacks. However, it incurs a larger 
runtime cost because it requires encryption of all the session traffic. Service binding 
addresses luring attacks by requiring a client to send a signed service principal name (SPN) 
of the SQL Server service that the client intends to connect to. 

For more information on Extended Protection and Channel and Service bindings please 
view the links below or contact your Microsoft vendor. 

• Connect to the Database Engine Using Extended Protection 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-
windows/connect-to-the-database-engine-using-extended-protection?view=sql-
server-ver15) 

• Enable encrypted connections to the Database Engine 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/enable-
encrypted-connections-to-the-database-engine?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-a-windows-firewall-for-database-engine-access?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-a-windows-firewall-for-database-engine-access?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-a-windows-firewall-for-database-engine-access?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/connect-to-the-database-engine-using-extended-protection?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/connect-to-the-database-engine-using-extended-protection?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/connect-to-the-database-engine-using-extended-protection?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-ver15
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Hiding SQL Server instance 

The SQL Server Browser Service enables client applications to browse for a server and 
helps clients to distinguish between multiple instances of the database engine on the same 
computer. This allows attackers to identify the service to attack. You can hide the SQL 
Server instance in your clinical database to prevent clients from locating the instance 
through SQL Server Browser service. 

For more information on how to hide your clinical database instance please view the link 
below or contact your Microsoft vendor. 

• Hide an Instance of SQL Server Database Engine 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/hide-
an-instance-of-sql-server-database-engine?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/hide-an-instance-of-sql-server-database-engine?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/hide-an-instance-of-sql-server-database-engine?view=sql-server-ver15
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Policy management considerations 
Policy based management allows the clinic or hospital IT administrator to monitor the best 
practices in SQL Server database engine. 

Best practices for the SQL Server Database Engine policy management considerations 
includes: 

1. Select a facet 

2. Create a condition 

3. Create a policy 

4. Give a target to the policy 

The end result of the policy created will use the facets, conditions, policies and apply them 
to the target. SQL Server provides a set of policy list and policy files which can be imported 
and used as a best practice solution. You can then evaluate your targets for example, the 
database instance, instance objects or the database objects. 

We recommend that, in addition to any policies required by your clinic or hospital, you 
create policies to manage the following: 

XP Command Shell: XP command shell service can potentially be dangerous from a 
security perspective. It has the same privilege level as the SQL Server Service. This means 
users with access can run system level commands via the shell. If by chance a hacker gains 
access to the system, they can run arbitrary commands on the server. They can even 
create new security policy to look for changes of configuration or disable security policies, 
leaving the system vulnerable. 

Log in Creation Prevention: SQL Server can use Windows password policy mechanisms. 
The password policy applies to SQL Server authentication and database users with 
password. We recommend clinic or hospital IT administrators use policy based 
management to strengthen security around clinical database management and usage. 
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For more information on policy management please view the links below or contact your 
Microsoft vendor. 

• Administer Servers by Using Policy-Based Management 

(https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-
management/administer-servers-by-using-policy-based-management?view=sql-
server-ver15) 

• Monitor and Enforce Best Practices by Using Policy-Based Management 

(https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-
management/monitor-and-enforce-best-practices-by-using-policy-based-
management?view=sql-server-ver15) 

• Create a New Policy-Based Management Condition 

(https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-
management/create-a-new-policy-based-management-condition?view=sql-server-
ver15) 

• xp_cmdshell Server configuration option 

(https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/xp-
cmdshell-server-configuration-option?view=sql-server-ver15) 

• Password Policy 

(https://docs.microsoft.com/en-us/sql/relational-databases/security/password-
policy?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/administer-servers-by-using-policy-based-management?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/administer-servers-by-using-policy-based-management?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/administer-servers-by-using-policy-based-management?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/monitor-and-enforce-best-practices-by-using-policy-based-management?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/monitor-and-enforce-best-practices-by-using-policy-based-management?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/monitor-and-enforce-best-practices-by-using-policy-based-management?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/create-a-new-policy-based-management-condition?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/create-a-new-policy-based-management-condition?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/policy-based-management/create-a-new-policy-based-management-condition?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/xp-cmdshell-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/xp-cmdshell-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/security/password-policy?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/security/password-policy?view=sql-server-ver15
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SQL assistant tools 
This section describes some tools and best practices policy sets available that can be used 
to make clinical database environment safe and secure. 

SQL vulnerability assessment tool 

The SQL vulnerability assessment tool can help you discover, track, and remediate 
potential database vulnerabilities. You can use it to proactively improve your database 
security. This vulnerability assessment tool is available in SQL Server Management Studio 
(SSMS) for SQL Server 2012 or later. 

Please refer to this Microsoft article below for more information about this tool usage and 
baseline security setting for your clinical database. 

• Vulnerability assessment for SQL Server 

(https://docs.microsoft.com/en-us/sql/relational-databases/security/sql-
vulnerability-assessment?view=sql-server-ver15) 

Belarc Advisor - BelSecure 

The BelSecure software automatically performs a vulnerability assessment of your IT 
systems, checking security policies, configuration settings and discovering other 
information about the host such as anti-virus status, application versions, security patches, 
user accounts and more. Policy settings are then automatically compared with consensus 
benchmarks from NIST (Windows 10 DISA STIG), which allow IT administrators to 
automatically determine the security status of their IT assets in advance of an attack. 

Please refer to BelSecure product link for more details. 

• PRODUCTS : BelSecure 

(https://www.belarc.com/products_belsecure) 

 SQL Server agent's service documentation 

This document from Microsoft provides the best practices for setting up your accounts to 
run SQL Server services. It provides detailed information about the limitations of some 
common tasks and information about using local system accounts or SQL Service “this 
account” to run a service.  

• Select an Account for the SQL Server Agent Service 

(https://docs.microsoft.com/en-us/sql/ssms/agent/select-an-account-for-the-sql-
server-agent-service?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/relational-databases/security/sql-vulnerability-assessment?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/security/sql-vulnerability-assessment?view=sql-server-ver15
https://www.belarc.com/products_belsecure
https://docs.microsoft.com/en-us/sql/ssms/agent/select-an-account-for-the-sql-server-agent-service?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/ssms/agent/select-an-account-for-the-sql-server-agent-service?view=sql-server-ver15
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Decommission and disposal 
This section contains information on how to safely decommission and dispose of the 
Custom Sound Pro software and includes, safe guarding personal and health-related data 
in connection with security and privacy. 

To safely decommission the Custom Sound Pro software: 

1. Back up the clinical database. 

2. Remove the instance of the clinical database. 

3. Uninstall the Custom Sound Pro software. 

4. (Optional) Uninstall Microsoft SQL Server . 

For more information on how to perform each of these tasks, please see the section below. 

Back up database 
To back up the clinical database, please use the Backup function of the Cochlear Database 
Manager. See the section Back up or restore a database in this Installation Guide for 
instruction on how to do this. If you no longer have access to the Cochlear Database 
Manager you can also perform a backup using the SQL Server Management Studio.  

For more information on how to do this, please view the link below or contact your 
Microsoft vendor. 

• Quickstart: Backup and restore a SQL Server database on-premises 

(https://docs.microsoft.com/en-us/sql/relational-databases/backup-
restore/quickstart-backup-restore-database?view=sql-server-ver15) 

Remove the instance of the clinical database 
To remove the clinical database, please use the Delete function of the Cochlear Database 
Manager. See the section Delete a database in this Installation Guide for instruction on 
how to do this. If you no longer have access to the Cochlear Database Manager you can 
also remove a database instance using the SQL Server Utility.  

For more information on how to do this, please view the link below or contact your 
Microsoft vendor. 

• Remove an Instance of SQL Server from the SQL Server Utility 

(https://docs.microsoft.com/en-us/sql/relational-databases/manage/remove-an-
instance-of-sql-server-from-the-sql-server-utility?view=sql-server-ver15) 

https://docs.microsoft.com/en-us/sql/relational-databases/backup-restore/quickstart-backup-restore-database?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/backup-restore/quickstart-backup-restore-database?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/manage/remove-an-instance-of-sql-server-from-the-sql-server-utility?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/manage/remove-an-instance-of-sql-server-from-the-sql-server-utility?view=sql-server-ver15
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Uninstall Custom Sound Pro software 
If the Custom Sound Pro software is no longer required, you can uninstall the software 
using the uninstall tool. 

To uninstall the Custom Sound Pro software:  

1. Navigate to Settings from the Windows Start menu and then choose Apps. 

2. Select Custom Sound (Version). For example, Custom Sound 7.0. 

3. Select Uninstall. 

4. Follow the uninstallation wizard to remove the software. 

Custom Sound Pro software will be uninstalled. 

Remove Microsoft SQL Server 
If your clinical database instance is being hosted on a shared database server then you will 
not want to remove Microsoft SQL Server. But, if the clinical database is hosted alone or 
SQL Server is no longer required, you can uninstall Microsoft SQL Server. 

For more information on how to use the SQL Server Utility, please view the link below or 
contact your Microsoft vendor. 

• Uninstall an Existing Instance of SQL Server (Setup) 

(https://docs.microsoft.com/en-us/sql/sql-server/install/uninstall-an-existing-
instance-of-sql-server-setup?view=sql-server-ver15&tabs=Windows10) 

https://docs.microsoft.com/en-us/sql/sql-server/install/uninstall-an-existing-instance-of-sql-server-setup?view=sql-server-ver15&tabs=Windows10
https://docs.microsoft.com/en-us/sql/sql-server/install/uninstall-an-existing-instance-of-sql-server-setup?view=sql-server-ver15&tabs=Windows10
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Other information 
This section contains other technical information for the Custom Sound Pro software. 

Ranges and precision 
Range: Ranges for values, where applicable, are displayed within the user interface of 
Custom Sound Pro software. 

Precision: The precision (rounding) values for the following measurements are shown 
below. 

Value Precision 

Impedance two decimal 
places 

T-NRT nearest integer 

Current Levels (T & C) nearest integer 

Dynamic Range nearest integer 

Frequency nearest integer 

Gain nearest integer 

Battery health nearest integer  

Data viewer nearest integer 
(hours) 

Stimulation rate nearest 100 Hz 
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Network Specifications 
The following diagrams show the flow of information between the Custom Sound Pro 
software and other software applications when using the Remote Assist feature. These 
diagrams show the flow of information to a Remote Assist chat and video session and a 
data session where the clinician is making changes to the MAPs or processor settings 
remotely. Each diagram shows a description of the services or applications connected as 
well as the specification of the connection type. 
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Custom Sound Pro software with Remote Assist - Video and chat 
information flow 

 

Key Description 

1 Sound processor 

2 Nucleus Smart App on a compatible iOS or Android device using the screen, 
camera and microphone of the device. 

3 Vonage Video API (Application Programming Interface) cloud 

4 Atlas Services API 

5 Custom Sound Pro software  

6 Microsoft SQL Server database 

7  BLE audio control between the iOS or Android device and the sound 
processor 

8 Web RTC (Web real-time communication) audio visual stream between 
Nucleus Smart App and Vonage 

9 HTTPS AV session setup 

10 Web RTC (Web real-time communication) audio visual stream between 
Custom Sound Pro software and Vonage 

11 HTTPS audio visual session setup between Custom Sound Pro software and 
Atlas Services API 

12 HTTPS audio visual session setup between Vonage and Atlas Services API 

13 TCP/IP 
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Custom Sound Pro software with Remote Assist - Data information flow 

 

Key Description 

1 Sound processor 

2 Nucleus Smart App on a compatible iOS or Android device using the screen, 
camera and microphone of the device. 

3 WebSockets API Gateway 

4 Atlas Services API (Application Programming Interface) 

5 CIM/SFDC (Cloud Information Model/Salesforce Dot Com) 

6 Custom Sound Pro software 

7  Microsoft SQL Server database 

8 BLE (Bluetooth Low Energy) audio control between the iOS or Android device 
and the sound processor 

9 SPAPI (Sound Processor Application Programming Interface) over BLE  

10 SPAPI over secure WebSocket over TCP 

11 HTTPS authentication authorisation between Nucleus Smart App and Atlas 
Services API 

12 HTTPS authentication 

13 HTTPS authentication 

14 SPAPI over secure WebSocket over TCP 

15 HTTPS authentication 

16 TCP/IP 
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Custom Sound Pro software with Cochlear Cloud intraoperative data 
import 
The following diagram shows the flow of information between the Custom Sound Pro 
software and the Cochlear Cloud when importing intraoperative data. The diagram shows 
a description of the services or applications connected as well as the specification of the 
connection type. 

 

Key Description 

1 Microsoft SQL Server database 

2 Custom Sound Pro software 

3 Cochlear Cloud  

4 TCP/IP 

5 HTTPS 
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Risks of software and network 
Cochlear wishes to advise that running the Custom Sound Pro software with a networked 
database or using the Remote Assist feature (which requires internet access) could cause 
potential risks to patients, software users or third-parties. We recommend you perform 
your own evaluation to identify, analyse, evaluate and control these risks. 

Changes to your network could introduce additional risks. 

These changes include: 

• Changes to the network configuration. 

• Introducing new network hardware or software. 

• Updating or upgrading network hardware or software. 

  

Cochlear identified the following situations that may result from network failure. These 
should be communicated to the patient prior to a session. 

• If the Remote Assist session ends with unsaved adjustments made by the clinician, 
those changes will revert to their previous state when the patient’s sound processor 
restarts. 

• If there is an interruption in communication that causes uncomfortable stimulation, 
the patient should remove the coil, cable and sound processor as soon as 
communication through Remote Assist stops or they experience uncomfortable 
stimulation. 
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Troubleshooting 
Issue  Resolution  

You have an issue during 
installation with access rights 
to the local computer or the 
installation fails to run. 

To clear this issue, try the following steps: 

1. Before attempting to install again: 

• Sign in as an Administrator or an account 
with administrator rights. 

• Empty the TEMP folder. (To open the 
TEMP folder, type %TEMP% in the 
address bar of Windows Explorer and 
press Enter). 

• Disable the anti-virus software. Make 
sure windows defender is disabled. 

2. Try to install again: 

• Run the Custom Sound Pro software 
installer previously downloaded. 

Custom Sound Pro software is 
blocked by anti-virus software 
when running it after 
installation. 

Add Custom Sound Pro software to the allowed list of 
any anti-virus software installed on the local 
computer. For more information on how to do this, 
consult the help or support documentation for your 
anti-virus software. 
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You get a pop-up during the 
installation process that some 
dependencies failed to install. 
For example, Microsoft .NET 
framework. 

To clear this issue, try the following steps: 

1. Before attempting to install again: 

• Sign in as an Administrator or an account 
with administrator rights. 

• Empty the TEMP folder. (To open the 
TEMP folder, type %TEMP% in the 
address bar of Windows Explorer and 
press Enter). 

• Disable the anti-virus software. Make 
sure windows defender is disabled. 

2. Update windows 

• Run the windows 'Check for updates' 
command. 

• Restart your system once the updates 
have been installed. 

3. Try to install again: 

• Run the Custom Sound Pro software 
installer previously downloaded. 

You get a message during 
installation that SQL Server 
has not installed correctly or 
that there is an issue 
accessing or creating the 
database. 

For standalone installations, try the following steps: 

1. Before attempting to install again: 

• Sign in as an Administrator or an account 
with administrator rights. 

• Empty the TEMP folder. (To open the 
TEMP folder, type %TEMP% in the 
address bar of Windows Explorer and 
press Enter). 

• Disable the anti-virus software. Make 
sure windows defender is disabled. 

2. Update windows 

• Run the windows 'Check for updates' 
command. 

• Restart your system once the updates 
have been installed. 

3. Try to install again: 

• Run the Custom Sound Pro software 
installer previously downloaded. 
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  For network installations, try the following steps: 

1. Before attempting to install again: 

• Sign in as an Administrator or an account 
with administrator rights. 

• Empty the TEMP folder. (To open the 
TEMP folder, type %TEMP% in the 
address bar of Windows Explorer and 
press Enter). 

• Disable the anti-virus software. Make 
sure windows defender is disabled. 

2. Update windows 

• Run the windows 'Check for updates' 
command. 

• Restart your system once the updates 
have been installed. 

3. Check the connection to the Server 

• Run CMD (as admin): PING <server ip 
address> to check that the client is able to 
connect to the server and that the server 
is running. 

4. Try to install again: 

• Run the Custom Sound Pro software 
installer previously downloaded. 
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Legal statement 
The statements made in this Custom Sound Pro software Installation Guide are believed to 
be true and correct as of the date of publication. However, specifications are subject to 
change without notice. 

Copyright 2023 Cochlear Ltd. All rights reserved. 

  

  



  

 
D1889126 V4 2023-07  

 
ACE, Advance Off-Stylet, AOS, Ardium, AutoNRT, Autosensitivity, Baha, Baha SoftWear, BCDrive, Beam, Bring 
Back the Beat, Button, Carina, Cochlear, 科利耳, コクレア, 코클리어, Cochlear SoftWear, Contour, コントゥア, 
Contour Advance, Custom Sound, DermaLock, Freedom, Hear now. And always, Hugfit, Human Design, Hybrid, 
Invisible Hearing, Kanso, LowPro, MET, MP3000, myCochlear, mySmartSound, NRT, Nucleus, Osia, Outcome 
Focused Fitting, Off-Stylet, Piezo Power, Profile, Slimline, SmartSound, Softip, SoundArc, True Wireless, the 
elliptical logo, Vistafix, Whisper, WindShield and Xidium are either trademarks or registered trademarks of the 
Cochlear group of companies.  
 
ADRO is a registered trademark of Cirrus Logic International (UK) Ltd. Intel and Pentium are registered 
trademarks of Intel Corporation. Microsoft, Active Directory, SQL Server and Windows and are trademarks of 
the Microsoft group of companies. iPhone, iPad and iPod touch are trademarks of Apple Inc., registered in the 
U.S. and other countries. The Bluetooth word mark and logos are registered trademarks owned by Bluetooth 
SIG, Inc. and any use of such marks by Cochlear Limited is under license. 

  

 


	Product information
	About this guide
	Symbols used in this guide

	System requirements
	Security considerations
	Pre-installation
	Before beginning the install
	For a standalone installation
	For a network database installation
	Uninstall Nucleus® Fitting Software

	Installation
	Prerequisites
	Run the installer
	Upgrading
	Additional setup options

	Post installation
	Run the application
	Regional options
	Additional security and setup options
	Set clinician password
	Network port access for Remote Assist

	Cochlear Account Administration Tool (CAAT)
	Set up Microsoft Active Directory groups
	Link Active Directory and Custom Sound Pro software user accounts
	Unlink Active Directory and Custom Sound Pro software user accounts
	Create a new clinician account
	Troubleshoot CAAT

	Manage auto-updates
	Cochlear Database Manager
	Create or edit a connection
	Connect to a server
	Create a database
	Upgrade a database
	Back up or restore a database
	Delete a database


	Security practices
	Securing the clinical database environment
	General clinical database environment considerations
	Installation decisions
	Installing and configuring Windows Server

	Service account security
	Password policy
	Patching and compliance

	Securing Microsoft Windows workstations
	Securing Microsoft SQL Server
	Microsoft SQL Server installation considerations
	SQL Server installation preparations
	SQL Server installation

	Microsoft SQL Server hardening considerations
	Surface area reduction
	Static and dynamic port configurations
	Updating firewall settings for static or dynamic port access
	Extend Protection with Channel and Service bindings
	Hiding SQL Server instance

	Policy management considerations
	SQL assistant tools
	SQL vulnerability assessment tool
	Belarc Advisor - BelSecure
	SQL Server agent's service documentation


	Decommission and disposal
	Back up database
	Remove the instance of the clinical database
	Uninstall Custom Sound Pro software
	Remove Microsoft SQL Server


	Other information
	Ranges and precision
	Network Specifications
	Custom Sound Pro software with Remote Assist - Video and chat information flow
	Custom Sound Pro software with Remote Assist - Data information flow
	Custom Sound Pro software with Cochlear Cloud intraoperative data import

	Risks of software and network

	Troubleshooting
	Legal statement


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 50
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU ([Based on 'Cochlear - Web Ready v2.0 '] Cochlear. Web-ready PDF file for on screen viewing and quality printing on desktop printers. Does not include printer marks.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing false
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.276 841.890]
>> setpagedevice


